
  

 
 
 
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
   
 
 
 
  

   
 
  

  
 
 

 

 

 

 

 

 

 

 

Training Agenda 
 

CELL PHONE INVESTIGATIONS 

Review best practices for seizing and handling 
mobile phone evidence. Describe best practices 
for performing mobile phone examinations. 
Identify potential methods for acquiring and 
analyzing cell phone data. 
 

EXAM PROCESS 
Discuss the proper methods for preparing an 
examination system and identifying a cell phone 
prior to an exam. List available resources for 
gathering information about the mobile phone. 
 

INTERROGATION TOOLS 

Receive hands-on training using some of the 
most widely-used mobile phone interrogation 
tools on the market, including: 
 
CELLEBRITE UFED 
 
SUSTEEN SECURE VIEW 
 
PARABEN DEVICE SEIZURE 
 
BITPIM 
 
FERNICO ZRT 

 
Discover their available features and conduct in-
class analysis on a variety of mobile phones. 

Cyber-Investigation 205- CPI 

This 2-day course trains officers and investigators in the acquisition 
and analysis of information internal to cell phones. In addition, 
attendees will be introduced to best practices for seizing, preserving, 
and examining evidence on a cell phone through an abundance of 
hands-on exercises using many of the most popular cell phone 
investigation tools available on the market today. Students also learn 
the proper techniques for conducting a manual investigation of a 
mobile phone and the concerns that accompany this task. This course 
is the companion course to Cyber-Investigation 105 – Basic Cell 
Phone Investigations, which covers the information obtainable external 
to the phone (such as call detail records). 

Prerequisites:  None 

Dates of Training:  
Sept. 12 and 13, 2013 

 
Location of Training:  
Washington State Criminal Justice Training Division 

19010 1st Ave. South 

Burien, Washington 98148 

Registration Link:  
http://www.nw3c.org/training/computer-crime/51 
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